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RBI Cautions about Fake Websites in its Name 

It has come to the notice of the Reserve Bank of India that a fake website of the 
Reserve Bank of India has been created with the URL www.indiareserveban.org by some 
unknown person(s). The layout of the fake website is similar to the original RBI website. The 
home page of the fake website also contains a provision for “Bank verification with online 
account holders” which appears to have been created with a fraudulent intent of obtaining 
personal and confidential banking details of customers of banks. 

The Reserve Bank of India clarifies that as India’s central bank, it does not hold any 
accounts for individuals and never asks for personal information such as bank account 
details, passwords, etc. The Reserve Bank cautions members of public that responding 
online on such websites could result in compromising crucial personal information that may 
be misused to cause financial and other loss to them. 

Further, members of public are also cautioned about existence of websites such as 
www.rbi.org, www.rbi.in etc. These URLs may appear similar to the website of RBI. However, 
these websites have no affiliation with the Reserve Bank of India. Members of public are 
advised to be cautious while accessing or when providing any information on such sites.  

 
 

Press Release: 2017-2018/2166        Jose J. Kattoor 
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Related Press Releases/Notifications 
Apr 11, 2015 RBI cautions on 'All Bank Balance Enquiry' App 

Jan 01, 2015 RBI cautions Public against Multi Level Marketing Activities 

Nov 21, 2014 Credit Card in the name of RBI : RBI cautions Once More about the Newest Kind of 
Fraud perpetrated in its Name 

May 26, 2014 RBI warns about Fake Website in its Name 

Oct 15, 2012 RBI cautions Public Not to respond to Phishing Mail sent in its Name 

Sep 14 2012 Do not respond to Mails asking for your Internet Banking Account Details : RBI 
Cautions Public 

May 21, 2012 RBI warning on phishing mail 

Feb 06, 2012 RBI cautions Public Once Again against Fictitious Offers 

Apr 05, 2011 RBI Never asks for Your Bank Account Details 

Feb 15, 2011 Do Not Pay Money to receive Large Funds from Abroad : RBI Advisory 

May 28, 2010 Do Not fall Prey to Fictitious Offers of Funds Transfer: RBI Advisory 

May 26, 2010 Remittance towards participation in lottery, money circulation schemes, other 
fictitious offers of cheap funds, etc. 

Jul 30, 2009 Beware of Fictitious Offers/Lottery Winnings/Cheap Fund Offers: RBI 

Dec 07, 2007 RBI cautions Public against Fictitious Offers of Remitting Cheap Funds from 
Abroad 

 
 

mailto:helpdoc@rbi.org.in
http://www.indiareserveban.org/
http://www.rbi.org/
http://www.rbi.in/
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=33674
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=32908
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=32572
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=32572
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=31276
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=27405
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=27218
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=27218
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=26506
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=25911
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=24179
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=23922
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=22552
https://www.rbi.org.in/scripts/NotificationUser.aspx?Id=5694&Mode=0
https://www.rbi.org.in/scripts/NotificationUser.aspx?Id=5694&Mode=0
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=21110
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=17608
https://www.rbi.org.in/scripts/BS_PressReleaseDisplay.aspx?prid=17608

	Website : www.rbi.org.in
	वेबसाइट : www.rbi.org.in/hindi

