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CUSTOMER PROTECTION POLICY 

 
 

1. INTRODUCTION 

 
1.1 In the present day scenario of increased use of technology for Banking purposes, it will be our 

endeavor to offer services to our Customers with best possible utilization of our technology 
infrastructure and branch network. The Bank has undertaken technological initiatives in 
payment and settlement systems and qualitative changes in operational systems and processes 
to improve efficiencies in providing better products and services to the Customers. The 
“Customer” & “Customer’s” hereafter will be referred as “You” & “Yours” respectively. 

 
2. SCOPE & OBJECTIVE OF THE POLICY  

 
2.1 This policy is addressed to & is for the consumption & understanding of the individual 

Customers (hereinafter referred to as “you”) of IndusInd Bank Ltd (henceforth referred to as 
“the Bank”) and is being framed with the ultimate objective of laying down the criteria for 
determining your liability in different circumstances and to increase awareness of your rights, 
responsibilities, obligations and liabilities. 
 

2.2  The Policy has been formulated in line with the regulator guidelines on Customer Protection – 
Limiting Liability of Customers in unauthorised Electronic Banking Transactions. 

 
3. SCOPE  

 
3.1 This document covers the following aspects: 

 
a) Strengthening of systems and procedures 
b) Definition of Authorised and Unauthorised transactions 
c) Reporting of unauthorized transactions by you to the Bank 
d) Limited Liability of a Customer 
e) Reversal Timeline for Zero Liability / Limited Liability of customer 
f) Compensation 
g) Redressal of Complaints and Grievances 

  
4. STRENGTHENING OF SYSTEMS AND PROCEDURES 

 
4.1 We are providing various options of electronic banking facilities: 

  
a) Remote / online payment transactions (transactions that do not require physical payment 

instruments to be presented at the point of transactions e.g. internet banking, mobile 
banking, card not present (CNP) transactions), Pre-paid Payment Instruments (PPI), and 

b) Face-to-face / proximity payment transactions (transactions which require the physical 
payment instrument such as a card or mobile phone to be present at the point of transaction 
e.g. POS, ATM withdrawals, etc.) 
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4.2 Further, we have implemented various measures for safe electronic banking transactions, as 
under: 
 
a) appropriate systems and procedures to ensure safety and security of electronic banking 

transactions carried out by you; 
b) robust and dynamic fraud detection and prevention mechanism; 
c) mechanism to assess the risks resulting from unauthorised transactions and measure the 

liabilities arising out of such events; 
d) Sending SMS and Emails regularly, advising you on how to protect yourself from electronic 

banking and payments related fraud. 
e) Bank will update customers through SMS / E-mail (wherever registered) of the transaction/s 

conducted in the account. 
 

You are also expected to keep your devices free of any malicious files and apps, by installing a 
reputed anti-virus program/app and periodically running scans, and to take immediate suitable 
corrective action to remove any vulnerabilities detected. You are further advised not to download 
any unauthorized or suspicious files. You are strongly discouraged to decompile, reverse engineer, 
or otherwise alter or cause to alter any applications, or the operating systems, jail-break or root 
your mobile & computer devices for any reason, as it may allow malicious apps and codes to by-pass 
security controls built in the banking app.   
 
Additionally, you are advised to exercise caution when clicking on links or responding to requests to 
make payments, as these may be phishing attempts or lead to the installation of harmful software. 

 
5. DEFINITION OF AUTHORISED & UNAUTHORISED TRANSACTIONS 

 
5.1 Transactions are differentiated as “Secured” and “Unsecured” transactions basis the usage of 

second factor authentication which could be an OTP or a password or another approved 
authentication method (including but not limited to usage of biometric features , Hardware or 
Software tokens etc), i. e information which is supposed to be only in your sole & exclusive 
knowledge & control.  Hence, transactions can be termed as “authorised” or “unauthorised” as 
follows: 

 
a) Any transaction that is fructified by a second factor authentication including an OTP will be 

considered as an “authorised” transaction. 
b) Transactions that do not carry the second factor authentication & also not initiated by you can 

be termed as “unauthrosied transactions” and fall under the purview of this Policy. 
c) In cases where the loss is due to gross or contributory negligence by you, such as where you 

have shared the payment credentials, you will bear the entire loss and any associated liabilities 
until you report the unauthorised transaction to us.  
The following are the types of second factor authentication without which secured transactions 
cannot be completed. Given are some examples of such authentications which are supposed to 
be known to you only, and solely under your purview and control:  
 
OTP: Bank sends OTP to your registered mobile number &/or email id for secured transactions.  

 
Account details, ATM, Debit/Credit Card PIN, Card number, CVV, Expiry date/ month & year, Net 
Banking login id & password, Mobile Banking MPIN & OTP should not be shared.    
 
Examples are indicative, not exhaustive.  
Your liability in such cases will be established by the virtue of the fact that Bank has sent OTP to 
your registered mobile number. 
 



 
5 

Any loss occurring after the reporting of the unauthorised transaction shall be borne by us, 
provided we conclude that you have not acted negligently or indirectly caused or aided the 
fraudulent transactions to happen. 
 
 
 

6. REPORTING OF UNAUTHORISED TRANSACTIONS BY YOU TO BANK 

 
6.1 For your convenience to notify us of any unauthorised electronic banking transactions at the 

earliest after the occurrence of such transactions, we have provided you with 24x7 access 
through multiple channels i.e. a dedicated toll free no, Contact Centre no, grievance redressal 
mechanism, IVR etc, all details are available on our website www.indusind.com as mentioned in 
9.1. 

 
6.2 We will also reasonably ensure that an early response (including auto response) is sent to you 

once the loss / fraud reporting is received by us and we shall provide you with a complaint 
reference number. On receipt of report of an unauthorised transaction from you, we would take 
immediate steps to prevent further unauthorised transactions in the account by blocking your 
account/card/mobile banking and other facilities/ channels etc. 
 

6.3 Subsequently, you also need to fill the Customer Dispute Form (CDF) and/or Fraud Reporting 
Form(s) available at your home branch submit duly filled form along with other applicable 
document as guided by our officials at your home branch within 5 working days from the date of 
occurrence of unauthorised transaction/s or report online on our website www.indusind.com 
(https://www.indusind.bank.in/in/en/microsites/forms/online-dispute-resolution.html)  
 
 

7. LIMITED LIABILITY OF A CUSTOMER 

 
7.1 Zero Liability of a Customer 

 
7.1.1 As instructed by RBI, entitlement to zero liability on you shall arise where the unauthorised 

transaction occurs in the following events: 
 

a) Gross negligence / deficiency on our part once it is established.  
b) Third party breach where the deficiency lies neither with us nor with you but lies elsewhere 

in the system, and you notify us within three working days of receiving the communication 
from the bank regarding the unauthorised transaction. 

 
7.2 Limited Liability of a Customer 

 
7.2.1 You shall be liable for the loss occurring due to unauthorised transactions in the following 

cases: 
 

a) In cases where the loss is due to gross or contributory negligence at your end, such as where 
you have shared the payment credentials like card no, CVV, expiry date, PIN/Password, etc., 
or have ceased the control of your device owing to your acts or omissions you will bear the 
entire loss until you report the unauthorised transactions to us. Any loss occurring after the 
reporting of the unauthorised transaction shall be borne by us. 
 

b) In cases where the responsibility for the unauthorised electronic banking transaction lies 
neither with us nor with you, but lies elsewhere in the system and when there is a delay (of 
four to seven working days after receiving the communication from us) on your part in 

http://www.indusind.com/
http://www.indusind.com/
https://www.indusind.bank.in/in/en/microsites/forms/online-dispute-resolution.html
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notifying the Bank of such a transaction, your per transaction liability shall be limited to the 
transaction value or the amount mentioned in Table 1, whichever is lower. 

 

Table 1 

Maximum Liability of a Customer under  
 

Type of Account 
Maximum liability 

( ) 

* Basic Savings Bank Deposit Accounts (BSBD 
Accounts) 

5,000 

* All other Savings Bank accounts 

10,000 

* Pre-paid Payment Instruments and Gift Cards 

* Current / Cash Credit / Overdraft Accounts of 
MSMEs 

* Current Accounts / Cash Credit / Overdraft 
Accounts of Individuals with annual average 
balance (during 365 days preceding the 
incidence of fraud) / limit up to Rs.25 lakh 

* Credit cards with limit up to Rs.5 lakh 

* All other Current / Cash Credit / Overdraft 
Accounts 25,000 

* Credit cards with limit above Rs.5 lakh 

 
7.2.2 Further, if the delay in reporting is beyond seven working days, you shall be responsible for 

the entire liability.   
 

7.2.3 Your Overall liability in third party breaches, as detailed in paragraph 7.1.1.b and 7.2.1.b, 
where the deficiency lies neither with us nor with you but lies elsewhere in the system, is 
summarized in the Table 2:  

 

Table 2 

Summary of Customer's Liability 

Time taken to report the fraudulent 
transaction from the date of receiving the 

communication 
Customer's liability ( ) 

Within 3 working days Zero liability 

Within 4 to 7 working days The transaction value or the amount 
mentioned in Table 1 whichever is lower 

Beyond 7 working days 100% 

 
7.2.4 The number of working days mentioned in Table 2 shall be counted as per the working 

schedule of your home branch where you maintain your account excluding the date of 
receiving the communication.  

 
8. REVERSAL TIMELINE FOR ZERO LIABILITY / LIMITED LIABILITY OF CUSTOMER 

 

http://10.24.126.25/kmt/GetDocument.asp?PageRef=regulator/rbi/dbr/rbi7806-07-2017.htm#t2
http://10.24.126.25/kmt/GetDocument.asp?PageRef=regulator/rbi/dbr/rbi7806-07-2017.htm#T1
http://10.24.126.25/kmt/GetDocument.asp?PageRef=regulator/rbi/dbr/rbi7806-07-2017.htm#t2
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8.1 Once you have notified us of the unauthorised electronic transaction/s as per the liability 
structure discussed at Table 1 and Table 2 above, we shall credit (shadow reversal) the amount 
involved in the unauthorised electronic transaction to your account within 10 working days from 
the date of such notification. A shadow credit is the credit given in your account by us with a 
restriction on usage of the funds. You will not be able to utilize this fund till we convert it from 
shadow credit to clear credit, upon successful resolution of the matter after our investigation. 
The credit shall be value dated to be as of the date of the unauthorised transaction. 
 

8.2 Further, we shall ensure that: 
 
a) complaint is resolved and your liability, if any, established within 90 days from the date of 

receipt of the complaint.  
b) where we are unable to resolve the complaint or determine your liability, if any, within 90 

days, the shadow credit will be converted to clear credit. 
c) in case of debit card / bank account, you do not suffer loss of interest, and in case of credit 

card, you do not bear any additional burden of interest/non-payment charges. 
 

8.3 If, after the shadow credit, your liability is established the Bank shall reverse the credit by debit 
to your account within 90 days from the date of your complaint. 
 

8.4 Shadow credit will be accorded within 10 working days from the date of incident reporting. You 
need to visit our branch and submit below listed documents to enable us to complete the 
investigation: 

 

Sr. no Document Required 

1 Claim form duly filled & signed by you (form available with branch) 

2 FIR at loss location with stamp & attestation of concerned police station 

3 Dispute letter given by you to us  

4 
Complete passport copy (all pages of passport) – in case fraudulent transaction occurred 
overseas  

5 
If claim amount is > 1lakh, attested copy of Pan Card , Address Proof & 2 latest Passport 
colour photos 

6 Cancelled cheque copy or NEFT mandate form duly filled in by you. 

              In case the above listed documents are not submitted within one month from the date of 
reporting, the shadow Credit afforded will be reversed. 
 

9. REDRESSAL OF COMPLAINTS AND GRIEVANCES 

 
9.1 You can use any one of the below channels & contact points for reporting unauthorised 

transactions and lodging complaint: 
 

Mode  Contact details 

Home Branch Please visit your home branch where you maintain your account and 
report the incident 

Contact Centre nos with 
IVR facility available (24*7) 
for you.  

General Banking - (In India) : 1860 267 7777   / 022 61553100 
(Outside India) 
Credit card customer - (In India) : 1860 267 7777 / 022 4220 7777 
(Outside India) 

Website You can also access the Complaint form available on our Bank’s 
website and use it for reporting unauthorized transactions. 

Emails You can write to us at reachus@indusind.com for lodging any 
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grievance or reporting unauthorized transactions. 
You can also write to us at premium.care@indusind.com for lodging 
any grievance or reporting unauthorized transactions related to your 
Credit card. 

Simultaneously, you can use the following channels / options for blocking your cards instantly: 
 
SMS: If you hold only one Debit Card, you can send a SMS to 9223512966 from the registered 
mobile number with the Keyword LOST followed by your Date of Birth (in DDMMYYYY format)  
to block the lost debit card. If you hold Credit card, you can send a SMS to 5676757 from the 
registered mobile number with the keyword BLOCK followed by the last four digit of your credit 
card number, to block the credit card. 
 
You can also hotlist your credit and debit card on IndusMobile and IndusNet instantly. 

 

In case, you do not receive the shadow credit or written communication to your satisfaction, 
within 10 working days from the date of reporting unauthorised transactions, you can write to 
our bank officials as under: 
 

Particulars Write to  

In case, shadow credit is not received 
within 10 working days of reporting of 
the unauthorised transactions, Banking 
Customers may write to Head - Customer 
Care and Credit Card Customers may 
write to Head - Cards Services  
 
 

Ms. Meghna Khot 
Head - Customer Care 
OPUS Center, 47, Central Road, Opp. Tunga Paradise 
Hotel, MIDC, Andheri (East), Mumbai 400093 
Ms. Meghna Khot 
Head - Cards Services  
OPUS Center, 47, Central Road, Opp. Tunga Paradise 
Hotel, MIDC, Andheri (East), Mumbai 400093 

In case, you do not receive a response 
from Head – Card Services or Head 
Customer Care within 7 working days, 
you may call/ write to the Nodal Officer 
at the address/email/contact number 
provided herewith.   

Ms. Dilnaz Sidhwa 
Executive Vice President & Principal Nodal Officer 
IndusInd Bank Ltd. 
Opus Center, 47, Central Road, Opp Tunga Paradise 
Hotel, MIDC, Andheri (East), Mumbai 400093 
Email : nodal.officer@indusind.com 
Tel No. : (022) 6155 3705 

 
9.2 Nodal Officer 

 
9.2.1 Our Nodal Officer will endeavor to resolve the issue to the Complainant’s satisfaction within 

7 working days. In case, the complaint needs more time to examine, the complaint shall be 
acknowledged by explaining the need for more time to respond. 
 

9.2.2 All unresolved cases will be referred to Internal Ombudsman for further examination before 
sending the final response to the complainant. 

 
9.3 Internal Ombudsman 

 
9.3.1 Bank will internally escalate all cases that are rejected / partially rejected to Internal 

Ombudsman (IO) for his independent review. 
 

9.3.2 The final response to you for such cases will be sent by the Bank only after examination by 
IO and the fact that the response has IO concurrence will be mentioned in the response to 
you. 

 

mailto:premium.care@indusind.com
mailto:nodal.officer@indusind.com
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9.3.3 If the complaint is not resolved within 30 days from the lodgment of the complaint or if the 
complainant is not satisfied with the response, they can approach the office of the Banking 
Ombudsman, appointed by Reserve Bank of India. 

 
9.3.4 We have displayed on our website and in all our branches a Notice explaining that we are 

covered under the Integrated Ombudsman Scheme, 2021 of the Reserve Bank of India. The 
contact details of Regional Manager, Bank’s Nodal Officer and Banking Ombudsman are 
prominently displayed on the notice board at branch. A copy of the Scheme is available at 
the Branches and availability of the Scheme is also posted at the Branch Notice Board.  The 
Scheme is also displayed on Bank’s website. If a complainant has any matter that he/she 
would like to report to the Banking Ombudsman, he / she may contact the Branch Head for 
details. Please mention your full name, address and other contact particulars in the 
complaint letter. 

 
Contact details of the Central BO Office: 

 Address: Centralised Receipt and Processing Centre (CRPC),  
 Reserve Bank of India, 4th Floor, Sector 17, Chandigarh – 160017 

Online Portal: https://cms.rbi.org.in 
 
In case complainants have any queries on RB-IOS or desire information relating to their 
complaints lodged through the above methods, can reach the Contact Centre of RBI at toll-
free #14448 (currently available from 9:30 am to 5:15 pm on working days) in Hindi, 
English and nine regional languages (Bengali, Gujarati, Kannada, Odia, Malayalam, Marathi, 
Punjabi, Tamil and Telugu). 

 
9.4 Policy Review Frequency: 

 

The Policy will be reviewed annually or in case of any modifications arising due to legislative / 
regulatory changes, to the Policy from time to time till the next review. 
 

 

********************************************** 

https://cms.rbi.org.in/

